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Not a day seems to go by when there isn't a story in the media about a data breach,
commercial espionage or a cyber intrusion where there is 'no evidence that any data was
stolen'. The narrative that companies didn't know about a breach or were somehow victims
is all too common.

There is also a constant barrage of news (and hype) about the benefits of machine
learning, data being the 'new oil' and the potential impact of artificial intelligence and all
that comes with it. So, at the same time as squeezing the virtual marrow out of each piece
of data, some organisations are not adequately defending the very systems that create,
access, store and protect this data.

The drudgery of getting cyber security right is something that boards of companies (be
they listed or not) still grapple with. Board trips to Israel and Silicon Valley may help
directors shape their strategic outlook, but they do little to enhance their understanding of
the actual day-to-day cyber risk their organisation is most likely trying to manage.

There is no doubt boards of listed companies have a lot of information to assimilate and
with the right mix of skills on the board and excellent external advisors, they are able to



shape and guide on complex risks and strategy. Not every board member needs to be a
lawyer to understand legal risk or an accountant to understand the annual audited
accounts. But they do need to know enough to be able to understand when something isn't
quite right. The Australian Institute of Company Directors says a key skill for all directors is
to be curious. In the board room that translates into asking questions and asking more
questions if the answers don't make sense. It also means that a director must satisfy
themselves that they understand the risks the organisation is carrying and what the
organisation must do to mitigate those risks. They must act with skill, care and diligence. In
court cases involving boards, judges have made it clear that directors are required to be
able to understand financial reporting and that it is not enough to rely on other board
members who may also be accountants.

However, somehow when it comes to cyber security, directors assuring themselves that
they understand their key risks and that they are managing them effectively continues to
be a challenge. They are often presented with an array of dashboards and explanations
that can be confusing and unhelpful when it comes to actual assurance that the key cyber
security risks are being effectively managed. When it comes to cyber security leadership, it
is critical that every board member set the dashboards aside and ask questions and lots of
them. In short, continuing to ask questions until satisfied. Every time a data breach is
reported, all boards should be asking whoever is accountable for cyber security in their
organisation (ideally, the CEO and all the leadership team but it could also be a chief
information security officer) 'could this happen to us and if so, how can this be fixed
immediately?'

Recently, the director-general of the Australian Signals Directorate, which is Australia's
signals intelligence agency, said in his first public speech, "In the majority of hacking cases
we investigate, I can tell you the root cause is a known problem with a known fix." In last
year's ASX 100 Cyber Health Check Report, in one answer to a question only 11 per
cent of boards (who responded to the survey) had "a clear understanding of where the
company's key information or data assets are shared with third parties". These two points
alone are a clear indication that some boards are still struggling to get the basics right.

There is no doubt effective cyber security research is needed both to build sovereign cyber
security capability and skills. However, boards and their leadership teams cannot get
distracted with shiny new cyber toys, large screens that ping and blink at the expense of
doing the very unglamorous trudge of cyber security basics. They should not be seduced
by the idea of 'hacking back' to defend themselves should they come under cyber siege.
There should always be a foundation of discipline. One that methodically understands
value of data, who has access to that data, where it is across the globe, who is protecting it
and how well it is protected.

Cyber security leadership isn't glamorous – it should be about making sure every key
cyber security risk is understood and effectively managed. It is slow and boring getting the
basics right. There is no board room kudos for slow and boring, but there certainly will be
respect when the inevitable data breach occurs. Save those board trips to Israel and
Silicon Valley and start asking questions – and lots of them.
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